


Breaking In So You’re 
Not Breaking Down
T h e  Va l u e  o f  P e n e t r a t i o n  Te s t i n g

3

P r e s e n t e d  b y  t h e  L S U  
C y b e r  C l i n i c  O f f e n s e  Te a m



So, let ’s  break in.

• Target: a safe with valuable items inside.

• Our first task: get into the house.
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We’re in!

• How did we get in?

• Key under doormat

• Chimney

• Unlocked back door

• What next?
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On to the real  hunt!

• It turns out our best bet is that it is in the 

master bedroom.

• Now, where is that safe?
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There!

• But wait…is that a password pin-pad on 

it?
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The f inal  chal lenge:
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• There’s 10,000 possible combinations for 

this 4-character password- we’ll never get 
the right one!

• Or will we…



Rolex t ime!
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• We have secured the Rolex.  Let’s get out 

of here!
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The Value of  Test ing:



Penetrat ion Test ing Steps:

• Preparation

• Reconnaissance

• Scanning

• Initial Access

• Lateral Movement

• Reporting
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Reconnaissance and 

Scanning
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• Without touching, what can 

you see?

• Interact, what do you find?

• Try everything!



Ini t ia l  Access
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• We brought our tools...

• We are inside, what now?

• Try everything!



Lateral  Movement
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• Were there issues with 

moving between rooms?

• Where is the critical 
material?

• Try... everything!



The Last  Step. . .
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• Passwords make or break!

• Is there a policy? Account 

lockout?

• Try... You get it by now.



Time to Report!
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• Goal achieved, now what?

• Our report should cover all 

the bases to prevent all 
attacks.
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A Common 

Pit fal l . . .

They will never 

break in!



The Problem

• Social Engineering

• Phishing

• Assumed Breach
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Demo!!!

19



20https://youtu.be/g2sTln1M380

https://youtu.be/g2sTln1M380


Who is This?
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Who is This?
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Who is This?
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Who is This?
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Who is This?
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Who is This?
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Who is This?
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Who is This?
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Who is This?
• Full names,
• email addresses,
• physical addresses, and
• telephone numbers.
For some, it also includes
• Social Security Numbers (SSNs),
• Medicare/Medicaid ID numbers, and
• certain Health Insurance information.

Info Leaked Includes
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Who is This?

IMPACTED INSTITUTIONS
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Who is This?



VALUE OF 
PENETRATION 

TESTING



Questions?
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