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40 NEW EXPLOITS SINCE
JANUARY 1ST

VIA: CISA’S KEV DATABASE

80% OF CYBERATTACKS
VIA: MICROSOFT



And how do we know which ones to worry about?

What is a
Vulnerability?



Patched vs Unpatched 
software

Windows 7 VM
Version

2016

wannaCry
Ransomware

May 2017

Windows 10 VM
Version

2023

EternalBlue
Discovered

&
Patched

Mar. 2017

EternalBlue
Released
Apr. 2017



UPDATING AND PATCHING
Software and Applications

Operating Systems

Antivirus

BYOD?



WHAT TO DO IF YOU CAN’T
UPDATE A SYSTEM

END OF LIFE LACK OF COMPATABILITY

Layering!

SOMEONE ELSE’S DEVICE (BYOD)



EOL SOFTWARE - HOW
TO HANDLE A LACK OF
SUPPORT

If something isn’t updated
anymore, is it still secure?
What if I have applications that
rely on it?
How do I know if software is
EOL?



LTS SOFTWARE
Sometimes, companies
understand the need to maintain
an old system
This allows checking for
compatibility before
commitment
Usually, released alongside short
term, more experimental
updates



INVENTORYING
SOFTWARE

Tracks and manages all software
assets in the company's infrastructure
Allows you to keep track of everything
you could possibly need to update
Optimizes resource allocation and cost
by managing software vulnerabilities



UPDATE
AUTOMATION

Operating Systems can and should
be automatically updated if not
using EOL versions
Operational Tech is the opposite,
and should be updated with care



TAKEAWAYS

01. What needs to be updated

02. Keeping inventory of your
systems

03. Update automation


