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4,000 RANSOMWARE
ATTACKS PER DAY

VIA: FBI

43% OF CYBERATTACKS
TARGET SMALL BUSINESSES

VIA: ACCENTURE’S 2019 COST OF
CYBERCRIME STUDY



WHAT IS DEFENSIVE
SOFTWARE?

Software that attempts to keep your
assets safe 
Some alert on attack attempts
Keep you and your team informed
about what is going on on your systems
and network.



WHAT ARE YOU
DEFENDING?

Confidentiality
Integrity
Availability



WHAT THREATS ARE
YOU DEFENDING
FROM?

Ransomware
Phishing 
Denial of Service



DEFENSIVE TOOL TYPES
Firewall
Intrusion Detection System (IDS)
Intrusion Prevention System (IPS)
Endpoint Detection and Response (EDR)

Antivirus
Security Information and Event Management (SIEM)



FIREWALLS
A barrier between a trusted internal
network and untrusted external
networks
Monitor and control incoming and
outgoing traffic
Behavior is based on preset rules
configured by the network manager



INTRUSION DETECTION SYSTEM
Reactive counterpart to
Firewalls
Focus on detecting and alerting
security incidents after they
occur
Can catch threats that bypass a
firewall



INTRUSION PREVENTION SYSTEM

Build upon the capabilities of an IDS
Actively block or prevent identified
threats in real-time
Can enforce security policies at various
points within the network



END POINT DETECTION AND
RESPONSE

Monitor and respond to
cybersecurity threats on endpoints
(laptops, desktops, servers) in real-
time
Provide advanced threat detection
and incident response capabilities.



ANTIVIRUS

Downloaded on an endpoint in a
network
Detect and removes all types of
malware if possible
Not all are created equal



SECURITY INFORMATION AND
EVENT MANAGEMENT

Collect, analyze, and correlate
security events
Some can create alerts and
notifications about high priority
events
Some can integrate smoothly with
other tools.



HOW TO CHOOSE THE
RIGHT TOOL FOR YOU

Budget
Compatibility with existing
hardware
Needs of business
Ease of use and ability to learn



TIPS FOR IMPLEMENTATION

Employee
training and

awareness of
tools

Regular
updates and

maintenance  

Monitor and
react to

incidents and
events



TAKEAWAYS

01. What is a
defensive tool

02.

03.

How to choose
the tool for you

How to best
implement these
tools






